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KaxkHe OIIaCHOCTH
IIOACTEPEraroT HAC
B HHTepHeTE?»




JTENCTBUA,

KOTOPBIE ITPEJIITPU-
HUMAILIOT

INPECTYIIHUKU B
UHTEPHETE

[IpecTynHUKHN TPEUMYILIECTBEHHO YCTa-
HABJIMBAIOT KOHTAKTHI C ICTbMU B Yarax, pu
0OMEeHEe MTHOBEHHBIMHU COOOIIEHUSIMU, TI0 JIEKTPOHHOM MOYTE MU Ha Popy-
Max. J{ms perenus cBoux mpoOiemM MHOTHE MOJIb30BaTeNld MHTEpHETa o0paiia-
I0TCS 32 MOJIICPKKOM. 3IIOYMBINIJICHHUKH YacTO caMU TaM OOUTAalOT; OHU CTa-
paroTcs MPUBJIEYb CBOUM BHUMAHHUEM, 3a00TIUBOCTHIO, JOOPOTON U Jaxe Mo-
JapKaMu, HEPEAKO 3aTpayrBas Ha OTU YCUIUS 3HAYUTEIIbHOE BpEMS, I€HbIU U
sHepruto. OOBIYHO OHU XOPOIIO OCBEIOMJIEHBI O MY3bIKAJIbHBIX HOBUHKaX U
COBPEMEHHBIX YBJICUCHHSIX BaIUX AeTeld. OHU BBICTYIIMBAIOT TPOOIEMBI MOA-
POCTKOB M COYYBCTBYIOT UM. HO ITOCTENEHHO 3JI0yMBILIIJIEHHUKU BHOCIT B CBOU
0ecebl OTTEHOK CEKCYyalbHOCTH WIIM IEMOHCTPUPYIOT MaTepUaibl OTKPOBEHHO
APOTHYECKOTO COACPIKAHUS, MBITASICh OCTA0UTHh MOPAJIbHBIE 3AMPETHI, CACPKHU-
BAIOIME MOJIOJBIX JIFOAEH. HEeKOTOpbIe IPECTYITHUKU MOTYT JEUCTBOBATH
OBICTpEE APYTUX U Cpasy ke 3aBOJIUTh CEKCyalibHbIe Oecenl. [IpecTynmHuku
MOT'YT TaKX€ OLICHUBATh BO3MOXHOCTb BCTPEUHU C JETbMU B PEAIIbHOU KU3HU.

BpexoHocHbIe IPOrpaMMbl

K BpemoHOCHBIM porpaMmMamM OTHOCATCS BU-
PYCBI, YEPBU U «TPOSTHCKUE KOHMY — 3TO KOMIIbIO-
TEPHBIE MMPOTPAMMBI, KOTOPHIE MOTYT HAHECTH
BpE/l BallleMy KOMIBIOTEPY M XPaHAIIUMCS Ha HEM
naHHbpIM. OHU TaKXe MOTYT CHUXaTh CKOPOCThH 00-
MEHA IaHHBIMU ¢ THTEpPHETOM U 1a’e€ UCIIOIb30-
BaTh Balll KOMITBIOTEP JJIS1 PACTIPOCTPAHEHHUSI CBO-
MX KOMUW HA KOMIIBIOTEPHI BAIIUX APY3EH, POI-
CTBEHHHMKOB, KOJUIET Y IO BCEH OCTAaIbHOM IJI0-
6anpHOM CeTn.

Cxoaute B nabopoTopuio u
06GHOBUTE aHTUBUPYCbI!




NHTepHEeT-MOIIEHHUYECTBO
N xuieHue JaHHBIX ¢ KPeAUTHOMN
KapThbl

MeCOYHHILA KOHTEHT-PeAaKTOpa

B UYEM COCTOUMT MOUIEHHMU-
YECTBO?

Cpenu  VIHTEpHET-MOILIEHHUYECTB
IIMPOKOE PACIPOCTPAHCHUE TMOTyUHIIa
npuMeHseMasi ~ XakepaMH  TeXHHUKa
«phishingy,cocrosiass B TOM, 4YTO B
danpIuBOEe  ANEKTPOHHOE  MHUCHMO
BKJIFOUAETCS CChIJIKA, BEAyIIas HA IOITY-
JSPHBIA y3€J, HO B JIEMCTBUTEIIBHOCTH
OHAa TIPHUBOJIUT IOJIH30BaTE/Isl Ha MOIIICH-
HUYECKUH y3€JI, KOTOPBIH BBIIIAIAT TOYHO TakK K€, Kak OUIIHAIbHBIA. YOCSIUB
MOJIB30BATEJISI B TOM, YTO OH HaXOJIUTCS Ha O(HUIIUATILHOM Y3J€, XaKephl IbITa-
IOTCSI CKJIOHUTB €T0 K BBOJY TapoJiel, HOMEPOB KPEIUTHBIX KapT U APYTOH CEK-
peTHO MH(pOpMaIMK, KOTOpasi IIOTOM MOXKET M OyJeT HCIIONh30BaHa C YIIep-
OOM 1S TIOJTL30BATEIIA.

HOuHaA cMeHa

A3apTHbIE UTPbI

Pa3znuna Mexay UrpoBbIMU CaiTaMu U CaWuTaMH C a3apTHBIMU UT'PaAMH CO-
CTOUT B TOM, UTO Ha UTPOBBIX caliTax OOBIYHO COAEPKATCS HACTOJIBHBIE U CIIO-
BECHBIC UTPBI, apKaJbl U TOJIOBOJIOMKH C CUCTEMOW HAYMCICHUS OYKOB. 31ECH
HE TPATATCS JAEHbIU: HA HACTOALINE, HA UTPOBBIE. B OTIIMYME OT UTPOBBIX Caul-
TOB, CaUThl C a3apPTHBIMU WUIPAMU MOTYT JOIMYCKAaTh, YTO JIFOAU BBIUTPBHIBAIOT
WM TIPOUTPBIBAIOT UTPOBBIC eHbIU. CalThl C UTpaMH Ha JACHBI'H OOBIYHO CO-
JIepKaT UTPbl, CBA3aHHBI C BBIUTPHIIIEM WIIH MPOUTPHIIIEM HACTOSIIIUX JICHET.

OH1aiiHOBOE MUPATCTBO

OHJ1aitHOBOE MUPATCTBO — 3TO HE3a-
KOHHOE KOTTUPOBAHUE M PACHpOCTpaHEHHUE
(KaK JJIs1 JCJOBBIX, TaK U JIJIS1 JTUYHBIX IIe-
Jei) MarepuasioB, 3alUIIEHHBIX aBTOP-
CKUM TIPaBOM — HaIllpuMep, MY3bIKH, (HUITb-
MOB, UTp WM IporpamMm — 0e3 paspelie-
HUS MpaBOOOIaIaTENs.




NHTEepHEeT-THEBHUKH

VYBneueHnue BeO-)KypHajiaMu (KUK, MHA4YE TOBOPsI, OJIOraMK) pacipocTpa-
HSIETCSI CO CKOPOCTHIO T0Kapa, 0COOEHHO CPer MOJIPOCTKOB, KOTOPHIE MOPOH
BEJIyT MHTEPHET-THEBHUKH Oe3 BemoMma B3pocisiX. [locnenaue uccmemoBanms
MOKAa3bIBAIOT, YTO CETOHS MPUMEPHO MOJOBHHA BCEX BEO-)KypHAIOB IMPUHAI-
nexat nmogapoctkam. [Ipu 3ToM 1BOo€ M3 TPEX PacKphIBAIOT CBOM BO3PACT; TPOE
13 TSATH MyOJIUKYIOT CBEICHUS O MECTE MPOKMBAHUS M KOHTAKTHYIO HHpOpMa-
U0, @ KaKIbIM MATHIM COOOIIAaeT cBOE IMojaHOoe uMs. He cekpet, uro moapoo-
HOE PaCKPBITHE JIMYHBIX JAHHBIX MMOTEHIIMAILHO OTIACHO.

NHTEepHeT-XyJIUTaHCTBO

Tak sxe kKak U B OOBIYHOM KU3HHU, B IHTEpHETE MOSBWINCH CBOM XYJH-
TaHbl, KOTOPBIC OCJIOXKHSIOT XWU3Hb JPYruM mojb3oBareisiM Uartepuera. Ilo
CyTH, OHHU T€ K€ IBOPOBBIC XYJIUTAHbI, KOTOPBIE MOIYYAOT YAOBOJIbCTBHE, Xa-
MS U TPYOst OKPYKAIOIIIUM.

HenocroBepHas uHpopmanus

WuTepHeT mpeasiaraeT KoJIOCCAIbHOE KOJUYECTBO BO3MOXKHOCTEH ISt
oOyueHusi, HO €CTh W OOJbIas J0dsS WHPOPMAIUU, KOTOPYIO HHUKAK HEIb3s
Ha3BaTh HU TOJIE3HOU, HU HaaexkHOU. [lonp3oBatenu CeTH MOMKHBI MBICTUTH
KPUTUYECKU, YTOOBI OLICHUTh TOYHOCTh MAaTe€pUajioB; MOCKOJIbKY aOCOIIOTHO
10001 MokeT onyOiaukoBaTh HH(Gopmanuio B MiuTepHere.

Fraday, Decomber 21st, 2007




«Kak 3Tux omacHocreu
N30€KATh ?»

>

[Ipexpamaiite M100bIE KOHTAK-
Thl 10 3JEKTPOHHOW MOYTE, B CH-
creMe OoOMEHa MIHOBEHHBIMHU CO- A \ -
OOIICHUSIMA WJIM B dYaTax, €CIIH
KTO-HUOyAh HAYMHACT 3aJaBaTh
BaM BOIIPOCHI JIMYHOTO XapakTepa WM COJEpKAIIUe CEKCyalIbHbIE HAMEKHU.
Huxorga He coramiaiTech Ha JUYHYHO BCTPEUY C JIFOABMH, C KOTOPHIMU BbI
no3HakKoMUIKCh B IHTEpHeTE.

HI/IKOI‘Ila HE OTKprBaﬁTC HHUKaKHX BJIO)I(GHI/IfI, IMOCTYIIMBIINUX C JJICKTPOH-
HbIM IMUCbMOM, 3a UCKIIOYCHHUCM TCX CJIYHACB, KOI'Td Bbl OXKMUAACTC I10JIYHC-
HHC BJIOKCHUA U TOYHO 3HACTC COACPIKNMOC TAKOT'O (bafma.

CkaunBaiite (aiiiabl U3 HaJIC)KHBIX UCTOYHUKOB U 00s13aTE€NIbHO YHUTANTE Tpe-
TynpexaeHus 00 OMacHOCTH, JIMIIEH3MOHHBIE COIVIALICHHS U TOJOXKEHUS O
KOH(HUICHINAIBHOCTH.

PerynspHo ycTaHaBIMBailTE Ha KOMIIbIOTEPE IMOCIEAHUE OOHOBJIEHUS 0e€3-
OMACHOCTHU ¥ aHTHUBHUPYCHBIE CPEICTBA.

[Tocemiast BeO-cailThl, HY’KHO CaMOCTOATEIBHO HAOUpaTh B 0003peBaresue aj-
pec BeO-caiiTa Ui MoJib30BaThCsl CChUTKOM U3 «30panHoro» (Favorites); HU-
KOT/Ia HE HYXHO IIEJIKaTh Ha CCBUIKY, COJAEPXKAIIYIOCSd B MOAO3PUTEIHHOM
AJIEKTPOHHOM IHCHME.

KoHnTponupyirte cnucaHue CpeACTB C BalIMX KPEIUTHBIX WJIW JIMLIEBBIX CUE-
TOB. {711 3TOr0 MOKHO HMCIOJIB30BaTh, HAIIPUMEP, YCIAYTY UHGOPMUPOBAHUS
00 omepanusax co c4eToB 1o SMS, KOTOpbIE MPETOCTABISAIOT MHOTHE OAHKU B
Poccum.

[TomHUTE, 9TO HENB3s UTPaTh HA JIEHBIU. Belb B OCHOBHOM ITOJ00OHEIE pa3-
BJICUEHUS HWCIIOJIB3YIOTCS CO3MATeISIMKU Il TIOJydeHus npuosliu. Urpoku
OOJIBITIE TEPSIOT ICHBIU, HEXKEIT BRIMTPBIBAIOT. MrpaiiTe B HE MEHEE YBIICKa-
TENbHBIC UTPHI, HO KOTOPBIC HE MPEATOararoT HCIIOIb30BAaHUE HATUIHBIX
WM OC3HATUYHBIX TPOUTPHIIIEH/BEIUTPHIIICH.



+ IHomumure! [MTuparcTrBO, MO CyTH, 0OBIYHOE BOPOBCTBO, U BbI, CKOpEE
BCEro, BpAJ JM 3aXOTUTE CTaTh BOPOM. 3HAWTE, YTO IOJJIMHHbBIC
(JIMIICH3MOHHBIE) MPOAYKTHI BCErJa BBITOAHEEC M HaJACKHEE NUPATCKOU
npoaykiuud. OdunmanbHeI MTPOU3BOAUTENH HECET OTBETCTBEHHOCTH 32
TO, YTO OH BaMm IPOJAET, OH JOPOKUT CBOEU PEIyTALMEH, YErO HEJIb3s
CKa3aTh O KOMITAHUAX — PACIPOCTPAHUTEINSAX MTUPATCKUX MPOITYKTOB, KOTO-
pBI€ TIPECIEAYIOT TOJBKO OAHY II€Ih — O0OTaTUTHCS U 3a CUET MOTpeduTe-
J, ¥ 3@ CUET Ipou3BoauTelist. JIMIEH3MOHHBIN TT0Jb30BaTEb TPOrPAMM-
HOTO 00€CIeUeHMS BCEI/la MOXKET PACCUUTHIBATh Ha KOHCYJIbTAIIMOHHYIO U
IPYTYEO CEPBUCHYIO MOAJIEPKKY MPOU3BOJUTEINS, O YEM OJIB30BATEND MU~
paTCKOM KOIMUM MOXKET Jlake He BcrmoMuHaTh. Kpome Toro, mpuoOperas
JMUEH3UOHHBIM TPOIYKT, MOTPEOUTENh MOAAEPKUBAET PA3BUTUE ITOTO
POYKTa, BBIXOJl HOBBIX, OOJIee COBEPIICHHBIX U YNOOHBIX Bepcuil. Benpb
B pa3BUTHE MPOJIYKTa CBON J0XOJ] MHBECTUPYET TOJILKO O(UIIMATIbHBIN
IPOU3BOIAUTEIb.

NHTepHeT —THEeBHUKH

Huxorna He myOMuMKyWTe B HUX KakKyr-JIMOO JMYHYHO HMH(OpMaIuio, B
TOM YHcjIe (GaMUIMI0e, KOHTAKTHYI0 MH(pOpMaUIo, JOMALIHMIA aapec, HOMe-
pa TeneoHOB, Ha3BAHUE IIKOJIbI, aJIPEC IEKTPOHHOM MOYTHI, PaMUIIUU APY-
3€il WM POJACTBEHHUKOB, CBOM MMEHA B MPOTpaMMax MTHOBEHHOTO OOMEHa
COOOIIIEHUSIMH, BO3PACT WUJIU JIaTy POKICHUS.

Huxornma He momemiaite B KypHaje MPOBOKAIMOHHBIE (oTorpaduu,
CBOU WJIM YbM-JIMOO eIlie, U BCEer/ia MPoBEPsNTe, HE PaCKpHIBAIOT JIM U300pa-
KEHMS WM Jaxke 3aJIHUH 1aH Gororpaduii Kakyro-1moo0 JudHy0 HHhopMa-
ITHIO.

NuTepHeT-XyJIMTaHCTBO

HUrnopupyiite Takux XyJIuraHoB. Eciiu Bbl HE Oy-
JIeTE€ pearupoBaTh Ha UX BO3JCHCTBUS, OOJBIIUHCTBY
rpudepoB 3TO, B KOHIIE KOHIIOB, HAJIOECT U OHU Y-
IyT.




HenocroBepHas uHpopmanus

Bcerna nposepsiiite coopannyo B Cetu
UH(POPMALIMIO 10 JAPYTUM HCTOYHHMKAM. J[is
IPOBEPKH MaTepuaioB 00OpaTUTeCh K APYyrUM
cartam wim CMU — raszeram, )xypHajlaMm H
KHUTI'aM

Marepuajibl HekKeJIaTeJbHOIr0 CO-
NepKaAHUSA

Wcnons3yiiTe cpeacTtBa (QUIbTpALMM HEXENATeJIbHOrO MaTepualia
(manpumep, MSN Premium’s Parental Controls unu Bctpoennsie B Internet
Explorer®). Hayuntech KpUTHYECKH OTHOCUTHCA K COAEPIKAHHUIO OHJIAHHO-
BbIX MaT€pUajioB U HE JOBEPATH UM.

HHTEPHET moxkeT OBITH
INIPEKPACHBIM H IIOAE€3HBIM
CpeACTBOM IOAd OOydeHHS,

OTAbIXa HAH OOILIEHHSI C APY-
3bSIMH.

HO - xax peaAbHBIH MHD

CeTp TOXeE MOKeT |
OBITH OmacHa! 'l

o



